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北京时间 8 月 30 日，借贷平台 Cream Finance 遭遇闪电贷攻击，损失约

1800 万美元。黑客攻击攻击成功是因为 AMP 代币合约引入了一个可重入漏洞。

AMP 是一种类似 erc777 的代币，在更新第一次借款之前，它被用来在转移资

产的过程中重新借入资产。在 tx 示例中，黑客进行了 500 ETH 的闪电贷，并将

资金存入作为抵押品。然后黑客借了 1900 万美元 AMP 并利用可重入漏洞在

AMP token transfer() 中重新借入了 355 ETH 。然后黑客自行清算借款。黑

客在 17 个不同的交易中重复上述过程，总共获得 5.98K ETH（约 1880 万美元）。

北京事件 9 月 4 日，NFT 赛马项目 DeRace 受到黑客攻击，在 DAO

Maker 中进行持有者发行（SHO）时因 DAO Maker 合约被攻击，导致 400

万美元的损失。

北京时间10月6日，BSC上GameFi平台MY FARM PET遭受闪电贷攻击。

SharkTeam第一时间对此事件进行了攻击分析和技术分析，并总结了安全防范

手段，希望后续的区块链项目可以引以为戒，共筑区块链行业的安全防线。Dec 20th, 2021
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On January 19, time on January 19, Fantom Finance suffered a

lightning attack and lost more than 30 million US dollars. Grim Finance

has all the vaults and reminded users to stop withdrawing their personal

assets in time.

SharkTeam conducted an analysis and technical analysis of this

incident, and concluded a security measure. It is hoped that chain

projects in the chain industry can learn from this and build a blockchain

security defense line.

1.Event analysis

During the entire attack process, the attackers attacked multiple LP

vault contracts and single-currency vault contracts of Grim Finance,

including the following transactions:
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Finally, the obtained token will be transferred to other public chains

through AnySwap cross-chain transfer. For example, the FTM cross-chain

transaction is as follows:

Taking transaction

0x19315e5b150d0a83e797203bb9c957ec1fa8a6f404f4f761d970cb29a74

a5dd6 as an example, the detailed description of the attack project is as

follows:

1. Flash loans and add liquidity. Borrow 937830 WFTM and 30 BTC

through a flash loan, then add liquidity to the WFTM/BTC Pancake

trading pair to get 0.0476 SPIRIT-LP liquidity certificate.
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2. Pledge liquidity vouchers to the vault contract and mint share tokens.

The attack contract pledged the liquidity token to the vault through the

depositFor function in the GrimBoostVault contract, and minted 316

GB-BTC-FTM share tokens.
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In this process, because the depositFor function does not verify the

parameter token, that is, any token can be passed to mint share tokens,

and the attacker contract can mint share tokens by passing a custom

token contract (attack contract address).

The reentrancy of the depositFor function is implemented multiple times

through the safeTransferFrom function in the custom token contract.
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Pass the correct WFTM/BTC SPIRIT-LP transaction pair address and

0.0476 SPIRIT-LP in the last reentrant call to the depositFor function.
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This repeated minting of share tokens eventually allowed the

GrimBoostVault contract to mint far more share tokens (316

GB-BTC-FTM) for the attacker than expected.

3. Withdraw liquidity certificates based on share tokens.

The attack contract has withdrawn 0.0663 SPIRIT-LP based on the minted

far more tokens than expected (316 GB-BTC-FTM), which is significantly

more than the actual pledged 0.0476 SPIRIT-LP.
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4. Remove liquidity and repay the flash loan.

5. Transfer the remaining 362,770 WFTM and 11.78 BTC to the attacker's

account address.

The root cause of this attack is: because the depositFor function in

the Grim contract does not verify the parameter token, that is, any token

can be passed to mint share tokens. The attacker mints share tokens by

passing a custom token contract (attack contract address), and re-enters

the depositFor function through the safeTransferFrom function in the

custom token contract, which eventually causes the GrimBoostVault

contract to mint far more than expected for the attacker of share tokens

(316 GB-BTC-FTM).

2. safety recommendations

This incident is another security incident related to lightning loans. The

business logic design of the DeFi project is complex, involving many economic

calculations and parameters, but the composability between different projects

and agreements is extremely rich and difficult to predict. Prone to security

breaches. As shown in the table below, the number of DeFi incidents that used
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flash loans to attack this new product has been endless in the past year, which

has increased to 46. Generally, lightning loan attacks include four types:

"raising arbitrage," "oracles manipulation," "re-entry attacks," and "technical

vulnerabilities." This is a lightning loan attack based on the use of "oracles".
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SharkTeam reminds you to be vigilant when getting involved in blockchain

projects, choose more stable, safer, and complete multiple rounds of auditing

public chains and projects. You must not put your assets at risk and become

hackers. Cash machine. As the project party, the security of smart contracts is

vital to the safety of users' property! The blockchain project party should

cooperate with a professional security audit company to conduct multiple

rounds of audits to avoid status and calculation errors in the contract, and

provide guarantees for the security of users' digital assets and the security of

the project itself.

As a leading blockchain security service team, SharkTeam provides

developers with smart contract audit services. The smart contract audit service

consists of manual audit and automated audit to meet the needs of different

customers. It exclusively implements nearly two hundred audit contents

covering the four aspects of high-level language layer, virtual machine layer,

blockchain layer, and business logic layer, fully guaranteeing smart contracts

Safety.
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