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1. Overview of Web3 Security Situation

The Web3 ecosystem lost more than $2 billion in the first half of 2022.The $1.55
billion overall loss for 2021 has been exceeded by losses in the first half of 2022.

The most common attacks in Q2 2022 are contract exploits, flash loans and phishing
attacks.
With the development of the Web3 ecosystem, governments have also promulgated a series

of policies. The most influential of these are the executive order on the regulatory framework

for cryptocurrencies signed by the Biden administration in the United States, and the

European Union's MiCA Act.

In general, the 2022 Web3 ecosystem is challenged by the ongoing bear market and

constant hacking.

2. Incident type analysis

The Web3 ecosystem revealed 49 security incidents in Q2 2022,

with a loss of about $721,163,820 overall.

SharkTeam reported 49 major attacks in the Web 3 domain during the second quarter of

2022, with a total loss of about US$721.16 million. Among them, there were 3 attacks with

losses of US$100 million or more, 12 attacks with losses of US$10 million or more, and 28

attacks with losses of US$1 million or more. The events with the highest losses were
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Beanstalk Farmss Elrond and Harmony, at $182 million, $113 million and $100 million,

respectively.

2.1 Contract Vulnerability Exploitation

Contract vulnerability exploitation cover a range of hacker attack techniques. Basically,

hackers attack using vulnerabilities in project code or infrastructure. For example, it may be

that the multi-signature key has been leaked, or the minting function, reentrancy problem, or

a defect in the oracle itself. While there has been a decreasing trend in attacks exploiting

contract vulnerabilities this quarter, this type of attack tends to be more damaging.

40 attacks and more than $530 million in losses were caused through contract exploits in

2022 Q2. Compared with 2022 Q1, the loss amount decreased by about 56.7%. But

surprisingly, the number of attacks did not drop, in fact increased from 32 to 40. The main

reason for this discrepancy was the attack on the Ronin network, which caused a loss of

$624 million. However, even without the Ronin attack, the average funds lost per attack

dropped from 18.9 million to 13.4 million.
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2.2 Flash Loan Attack

Flashloan is one of the main pain points for Web3 security, with 28 attacks involving flash

loans during the quarter, totaling $310,002,694 in losses. Compared to Q1, both the number

of attacks and attack losses have grown tremendously. The number of attacks increased

from 15 in Q1 to 28 in Q2, an increase of 46.4%, and the amount of lost funds increased by

more than 2000% from $13,978,452 in Q1 to $310,002,694 in Q2.

The highest loss for the quarter was the $185 million security incident against Beanstalk

Farms, followed by the $80.24 million flash loan attack against the Fei protocol. Compared

to 2022 Q1, the biggest flash loan incident was the $3 million attack on Deus Finance.

However, flash loan attacks in Q2 were still more damaging than in Q1. Using Q1 and Q2

as a benchmark, we can forecast a loss of nearly $678 million, an 81% increase from the

previous year. Also, flash loan attacks are rarely "just" flash loan attacks, they often involve

oracles, liquidity, and more contract exploits.
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2.3 Phishing Attack

Phishing attacks are becoming more frequently in Q2 2022 as well. In Q1, there were just

106 attacks, and in the second, there were nearly 300 attacks.

Additionally, the great majority of phishing efforts have been carried out via Discord. On the

one hand, this shows that it is the preferred cryptocurrency/NFT social scene. But on the

other hand, related reports also pointed out its long-standing security problems.

Although the number of phishing attacks increased in Q2, losses caused by phishing attacks

decreased by 14.7% from the previous quarter to $37.72 million. The main reason for this

comes down to the current cryptocurrency bear market, This makes it harder for

inexperienced investors to be fooled by all kinds of fraudulent information.

2.4 Rugpulls

Rugpulls are still serious, with 91 occurrences during the quarter resulting in losses of

$39,421,648. While this was an 18% increase from the first quarter, this category of attacks

declined in Q2 compared to 2021. This is probably the effect of a prolonged bear market.
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Investors are more cautious about how they use the assets in their hands, After several

major events in Q2, like the demise of Terra, Three Arrows Capital, and Celsius's insolvency

problems.

The above types of security incidents are more common in Q2, whether we will usher in a

better and more secure encryption market, and whether the decline in some risk indicators

will continue, it remains to be seen, the security of the Web3 ecosystem will depend on

investment The degree of security awareness of the operator, whether the project team has

a better security mechanism, and whether the market resumes a more complete supervision

mechanism.

3. Typical Case Analysis

3.1 Transaction Replay + Management Vulnerability - Analysis of 20

Million OP Stolen Incident

Hackers stole 20 million Optimism tokens on June 9, 2022, according to Optimism and

cryptocurrency market maker Wintermute. Wintermute was awarded 20 million OP tokens

from the Optimism Foundation on June 9th.

he Optimism Foundation transferred 20 million OP tokens to Wintermute's multi-signature

contract address in two phases on May 27th, and transferred 1 OP token on May 26th

through a multi-signature contract. The following are the three transactions:

According to the transaction time and the number of OP tokens in the transaction, we

analyzed that on the 26th, the Optimism Foundation transferred 1 OP token to the

Wintermute multi-signature contract address as a test. OP tokens are sent to the Wintermute

multi-signature contract address in two consecutive transactions. The receiving address is

the multi-signature contract address that Wintermute has deployed on Ethereum/L1, so

Wintermute only verifies whether the token has been received, but does not verify the
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ownership of the address on Optimism/L2, which is not on Optimism/L2 at this time. There is

no actual deployment of multi-signature contracts, which gives hackers an opportunity.

First, let's take a look at the 0x4f3a contract deployment transaction on Optimism/L2:

txHash is 0x00a3da68f0f6a69cb067f09c3f7e741a01636cbc27a84c603b468f65271d415b

Note that the deployment time of the contract is June 5, and Wintermute/OP Exploiter is an

address of the hacker, abbreviated as 0x60b2.

How does this transaction accurately generate the 0x4f3a contract address?

The hacker replayed 3 transactions, especially the one created by the last Gnosis Safe:

Proxy Factory 1.1.1 contract, as follows:

(1) Transactions on Ethereum/L1 are as follows:

(2) Transactions on Optimism/L2:
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By replaying the transaction, the hacker created the same Gnosis Safe: Proxy Factory 1.1.1

contract on Optimism/L2 as on Ethereum/L1 (the address is the same as the contract code),

and the function of creating the proxy contract is as follows:

Gnosis Safe: The Proxy Factory 1.1.1 contract uses the 0.5 version of Solidity, and the

create command is used instead of create2 when using new to create a contract. Use the

create command to create a contract. The contract address is calculated by msg.sender and

nonce. On Ethereum/L1, the msg.sender that created the multi-signature contract 0x4f3a is

the address of Gnosis Safe: Proxy Factory 1.1.1. Hackers replay the transaction in

Optimism/L2 to create the main contract of Gnosis Safe: Proxy Factory 1.1.1. The purpose is

to ensure that the msg.sender of the contract 0x4f3a created on Optimism/L2 is consistent

with that on Ethereum/L1, then the hacker can easily call the createProxy function through

the smart contract (contract 0xe714) to create a contract with the address 0x4f3a.

Additionally, the deployment of contract 0xe714 was completed on June 1 in the following

transaction:

txHash: 0x69ee67800307ef7cb30ffa42d9f052290e81b3df6d3b7c29303007e33cd1c240

The address where the transaction was initiated is

0x8bcfe4f1358e50a1db10025d731c8b3b17f04dbb (abbreviated as 0x8bcf), which is also
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the address held by the hacker. At the same time, this transaction is also the first transaction

initiated by 0x8bcf, and the funds come from Tornado:

In terms of time, the whole process
(1) On May 27th, the Optimism address 0x2501 transferred 20 million OP to the 0x4f3a

address on Optimism/L2. The 0x4f3a address was the multi-signature contract address of

Wintermute on Ethereum/L1, but it was not deployed on Optimism/L2 at this time. contract;

(2) On June 1, the hacker address 0x8bcf deployed the contract 0xe714.

(3) On June 5th, the hacker created the Gnosis Safe: Proxy Factory 1.1.1 contract by

replaying the transaction on Ethereum/L1 with the same address as on Ethereum/L1; then

the address 0x60b2 deployed the multi-signature contract through the contract 0xe714

0x4f3a, the ownership of the contract belongs to the hacker, so the 20 million OP

transferred in on May 27 was stolen by the hacker.

(4) On June 5, after receiving 20 million OP, the multi-signature contract 0x4f3a transferred

1 million OP to the hacker address 0x60b2, and then exchanged 1 million OP for 720.7

Ether.

(5) On June 9, the contract 0x4f3a transferred 1 million OPs to the account address 0xd8da,

and the other 18 million OPs were still in the contract 0x4f3a.

Security Suggestion : The main reason of this security incident is a combination of factors

such as transaction replay, vulnerabilities in the old version of Solidity, and transaction

signature verification on the main chain and side chain, not because of loopholes in the

contract code of the project party.

In addition, in response to this incident, the project party did not respond in a timely manner,

and the contract management was not strict, etc., which also gave hackers an opportunity;

from the perspective of the attack timeline and attack preparation, it is not ruled out that

there is a possibility that there is collusion within the OP to commit crimes.
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3.2 Beanstalk Farms Attack Principle and Fund Flow Analysis - Flash

Loan + Proposal Attack

The algorithmic stablecoin project Beanstalk Farms was hacked on April 17, 2022, and more

than $80 million was stolen, including 24,830 ETH and 36 million BEAN.

∙ Attacker address: 0x1c5dcdd006ea78a7e4783f9e6021c32935a10fb4

∙ Attack contract address: 0x728ad672409da288ca5b9aa85d1a55b803ba97d7

∙ Attacked contract address: 0xC1E088fC1323b20BCBee9bd1B9fC9546db5624C5

∙ Key attack transaction:

0xcd314668aaa9bbfebaf1a0bd2b6553d01dd58899c508d4729fa7311dc5d33ad7

The following transactions are included in the attack process:

The following is the analysis of the attack process:
1. Token exchange.
The attackers exchanged 73 ETH for 212k BEAN via UniswapV2.

Transaction:

0xfdd9acbc3fae083d572a2b178c8ca74a63915841a8af572a10d0055dbe91d219
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2. Authorization
BEAN is delegated to the Beanstalk Protocol contract by the attacker.

Transaction:0xf1d80ba0ca6db75bedd175fd3c0bc0622faf00fdd12a0dc13dca3bc36db3669b

3. Deposit
To prepare for the attack, the attacker deposits the BEAN into the Beanstalk Protocol

contract.

Transaction:

0xf5a698984485d01e09744e8d7b8ca15cd29aa430a0137349c8c9e19e60c0bb9d
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4. Create InitBip18 proposal contract
Transaction:

0xd09b72275962b03dd96205f8077fdc08bec87c0ebd07e431aadc760f31f34b01

InitBip18 proposal contract address: 0x259a2795624b8a17bc7eb312a94504ad0f615d1e

5. Initiate Proposal Transaction
Transaction: 0x68cdec0ac76454c3b0f7af0b8a3895db00adf6daaf3b50a99716858c4fa54c6f
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The proposal contract address here is 0xe5ecf73603d98a0128f05ed30506ac7a663dbb69

(contract 0xe5ec for short), which is the Proposer Wallet in the InitBip18 proposal contract.

The contract was created in transaction

0x677660ce489935b94bf5ac32c494669a71ee76913ffabe623e82a7de8226b460.

Transaction:

0x9575e478d7c542558ecca52b27072fa1f1ec70679106bdbd62f3bb4d6c87a80d
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The proposal contract address here is the InitBip18 proposal contract in the previous step.
6. Transfer
The attacker transfers 0.25 ETH to the contract 0xe5ec.

Transaction:

0x3cb358d40647e178ee5be25c2e16726b90ff2c17d34b64e013d8cf1c2c358967

7. Create the proposal contract 0xe5ec
Transaction:

0x677660ce489935b94bf5ac32c494669a71ee76913ffabe623e82a7de8226b460

The proposal contract 0xe5ec is created within the transaction.
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8. Attack
Transaction:

0xcd314668aaa9bbfebaf1a0bd2b6553d01dd58899c508d4729fa7311dc5d33ad7

The attack details are as follows：

(1) Borrow 350M DAI, 500M USDC and 150M USDT from Aave platform through flash loan,

32.1M BEAN from Uniswap platform, and 11.6M LUSD from SushiSwap platform.

(2) Invest all the borrowed DAI, USDC and USDT into the Curve DAI/USDC/USDT liquidity

pool, and mint 979,691,328 liquidity tokens 3Crv.

(3) Convert 15M 3Crv to 15,251,318 LUSD, add 964,691,328 3Crv to obtain 795,425,740

BEAN3CRV-f, add 32,100,950 BEAN and 26,894,383 LUSD to obtain 58,924,887

BEAN3CRV-f

(4) Vote for the proposal to pass and execute using all of the BEAN3CRV-f proposals

obtained previously. Then got 36,084,584 BEAN, 0.5407 UNI-V2, 874,663,982

NEAN3CRV-f and 60,562,844 BEANLUSD-f

(5) Remove liquidity to get 1,007,734,729 3Crv and 28,149,504 LUSD

(6) Repay 11,678,100 LUSD and 32,197,543 BEAN of SushiSwap Flash Loan, including

commission fees.

(7) Convert the remaining 16,471,404 LUSD into 16,184,690 3Crv.

(8) Remove the liquidity 3Crv and get 522,487,380 USDC, 365,758,059 DAI and
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156,732,232 USDT.

(9) Repay the flash loan and commission fees by depositing 350,315,000 DAI, 500,450,000

USDC, and 150,135,000 USDT to the Aave platform.

(10) Remove the liquidity of 0.5407 UNI-V2, get 10,883 WETH and 32,511,085 BEAN and

return the flash loan amount and commission fees.

(11) Donated 250k USDC to Ukraine Crypto Donation

(12) Convert the remaining Tokens to WETH

(13) Complete the attack by withdrawing the 24,830 WETH obtained and converting it to the

attacker's address.
9. Coin Mixing
In order to implement coin mixing, the attacker deposits the obtained ETH into the coin

mixing platform Tornash.Cash in batches.

10 Summary
The following is a review of the attack process:

In terms of time, the attackers made adequate preparations on the 16th, and launched an

attack on the 17th after a full day. This is because voting does not start until 1 day after the
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proposal.

Furthermore, from the perspective of the entire attack process, the attacker analyzed the

entire transaction and found that the number of votes in the voting contract was calculated

based on the BEAN3CRV-f token holdings in the account during the entire attack process.

The attacker took advantage of this vulnerability to obtain a large number of tokens through

flash loans, put these tokens into the mining pool, and temporarily obtained a large number

of BEAN3CRV-f tokens, As a result, the attacker has an absolute advantage in the number

of votes, Attacker can decided his own proposal by himself without others’ votes. Finally, a

large number of Tokens were stolen.

In addition, the internal transaction analysis of the attacker's address is as follows:

We found that the start-up funds for the attacker's address to launch the attack came from

the Synapse Bridge, as follows:

Transaction: 0x1fb73ec5ed8c25b9ca7c9c3c465ab4bbca8554927094f939d96600271475e101

The main reason for this security incident is that the number of votes is obtained from the
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account's tokens, and the account's tokens can be obtained in one transaction through flash

loans, and in a large amount. SharkTeam would like to remind you that:

(1) Separate voting and execution to ensure that voting and execution do not be in the same

block time, i.e., voting and execution cannot be in the same transaction at the same time,

thus avoiding the risks associated with flash loans.

(2) To avoid the impact of flash loans, increase authority, prohibit contract voting, and can

only vote through the EOA account

(3) To prevent the implementation of malicious proposals as much as possible.The project

party and community members should pay attention to all proposals, and should respond to

and notify the risky proposals in a timely manner

(4) Multiple comprehensive contract audits can be undertaken prior to the project's start to

ensure that the contract is safe.

3.3 Jay Chou's NFT was stolen by a phishing site on April Fool's Day

On April 1, 2022, April Fool's Day, Jay Chou posted on Instagram that the BAYC#3738 NFT

he held (the NFT was presented by Huang Licheng in January this year) has been stolen!

Also stolen was MAYC #16500 Doodles #768 Doodles #725, worth 169.6 ETH, more than 3

million.

Attacker address: 0xe34f004bdef6f069b92dc299587d6c8a731072da

1) Jay Chou was phished. He should have signed and authorized (approve)

the wallet address starting with 0x71de2 through a phishing website, and granted the NFT

permission to the attacker's address (0xe34f00). At this time, Jay Chou did not realize that

he was of NFTs are already at risk.

2) In the past few minutes, the attacker transferred these 4 NFTs to his own Address.
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3） Sell the stolen NFT on LooksRare and OpenSea to get about 169.6 ETH.

(4) Transfer the stolen currency to the Tornado currency mixing platform through the

address 0x6e85c36e75dc03a80f2fa393055935c7f3185b15.
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It is worth noting that the attack address (0xe34f00) was used 3 or 4 days ago.

The entire attack process is obviously not automated through the contract, but

someone released a "bait" and waited for Jay Chou to take the bait.

Manual operation is done within. We analyze that this time is different from the previous

OpaSea phishing incident for all users, but a precise phishing attack against Jay Chou. It

may be that people around Jay Chou obtained the authorization of Jay Chou's wallet

address through a specific phishing website.

1. On the one hand, the attacker knows Jay Chou's specific wallet address, so he can

immediately find out that Jay Chou's account is hooked and execute the follow-up

immediately.

2. The attack address did not conduct any other phishing attacks before or after the attack,

and was silent, which did not conform to the behavior logic of phishing attacks.

Security Suggestions: SharkTeam reminds you not to visit websites you are unfamiliar with

or unsure about, and never authorize your address to any contract or project you are unsure

about.
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4. Crypto Wars

On May 13, Terra, the second largest economy in the world of decentralized finance,

completely failed in this unprecedented crypto storm. In the five days from May 8 to today,

Terra’s market value fell from nearly $25 billion to less than one billion. Terra’s main

currency, Luna, fell from the original $80 to 0.00005, basically returning to zero. The Terra

blockchain has been temporarily closed, and the algorithmic stable currency UST fell to

$0.17.

Objectively speaking, both views have their own basis. From the first day of UST's birth,

there is a sword of Damocles hanging on its head. This sword of Damocles is not UST/Luna.

mechanism, but rather the liquidity and pressure-bearing capacity of UST. If the liquidity of

UST reaches a certain level, it will be difficult to beat (more than 4 billion US dollars), so UST,

including other algorithmic stablecoins, is a confidence game in itself, winning by confidence

and losing by confidence.

(1) 84 million breaking the balance: LFG's first mistake and the first suspicion of a

premeditated attack

Like most stablecoins, the central battleground for the 1:1 peg between UST and the U.S.

dollar is the decentralized stablecoin exchange Curve. Previously, the peg between UST

and the U.S. dollar was mainly based on the UST-3Crv pool on Curve. Since March,

preparations have been made to create a $4 billion UST+USDT+USDC+FRAX 4pool on

Curve).
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On May 8, LFG’s pool address (0x6a97B6) withdrew $150 million in UST liquidity from the

UST-3Crv pool.

This address has been actively participating in the Luna and UST ecosystem since receiving

initial funding from Coinbase on December 11, 2021.

This withdrawal of funds, although Terra was preparing for the construction of 4pool, also

directly reduced the liquidity in UST-3Crv to about $700 million. According to Curve's

liquidity mechanism, if someone uses half of TVL's UST (more than 300 million) to exchange

for 3CRV (3pool), the UST liquidity in UST-3Crv will be exhausted, and it will return to zero in

a short time.

About 10 minutes later, a new address (0x8d47F0) that only became active on May 8 sold

more than 84 million UST to UST-3Crv, causing UST-3Crv to lose balance. This address

was only activated 5 hours before the attack, and the new address was activated to hide the

identity and transfer a large amount of funds. This is the first doubt (we know that the

address of the giant whale is generally protected by mechanisms such as hardware wallets

and multi-signatures. New addresses are enabled, and large transactions usually do not

occur immediately).

After realizing that UST-3Crv was out of balance, LFG withdrew 100 million UST from

UST-3Crv through another fund pool address (0xe89DA2) to restore the balance of the

liquidity pool without immediately replenishing liquidity.
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This leads to a further drop in the liquidity of UST-3Crv to around 500 million, and it only

takes over $200 million to deplete the UST liquidity. This was the first mistake LFG made.

(2) Save the market: LFG made the second mistake and the second doubt

After LFG withdrew 150 million and 100 million in a row, including the chief security officer of

Polygon and KOLs who opposed Terra immediately publicly expressed their doubts about

LFG's two withdrawals. There were all kinds of rumors in the market, and there were

overwhelming voices questioning LFG's cash out. Although Terra founder DK quickly made

a statement: the first 150 million withdrawal is to prepare for 4pool, and the second 100

million is to balance liquidity, but the market is full of doubts about UST and Terra.

We conducted sentiment analysis on the Twitter messages about UST (50,000 pieces) 3

hours after the incident, and found that 78.32% of the messages were both questioning and

negative, but historically the tweets supporting UST and questioning UST tended to tend to

In the state of reciprocity, it can be seen from the data that the wind of public opinion has

completely changed, and the balance is being quietly broken. This is the second doubt.

Someone is manipulating or guiding public opinion.

Market sentiment has deteriorated as a result of the effect in public opinion. Since May 8,

giant whales have been selling UST continuously, and the market's selling pressure on UST

has increased sharply. LFG uses market maker Jump Trading to sell ETH on the open

market and afterwards buys back UST until the address is exhausted.

At this time, LFG has already committed the second fatal mistake: starting the bailout

without a strategy. The lack of strategy is reflected in two aspects. On the one hand, a single

address exhausted funds to save the market, causing LFG to sell its assets to recover.

Everyone is analyzing how much wealth LFG has. In one calculation, there are only more

than 70,000 bitcoins (2 billion), and the UST in the market There are nearly 18 billion, which

is simply unacceptable; on the other hand, the market public opinion has not been corrected

in time. You may ask, what should I do if the selling pressure increases? Just buy it back
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calmly and leave no trace, and do positive PR to let everyone know that the market is solving

the problem by itself.

Who to save? Only those who are sick and have problems need to be saved. The loss of

market confidence is the real culprit that has dragged UST into the abyss, and it's all of

LFG's own making.

(3) Selling BTC: LFG made the third mistake and the third doubt

After the de-anchoring event on May 8, the 18 billion UST locked in Anchor began to be

dumped on the market due to the loss of confidence and the spread of panic.

LFG officially announced the use of $700 million in Bitcoin reserves to maintain the stability

of UST. However, there are 18 billion USTs in the market, 7 to 180, the market fear is further

strengthened, and everyone starts to "run for their lives". Maybe DK also noticed that the

funds were not enough, and sent a tweet: "More funds are being mobilized", you must know

that more than 70,000 bitcoins have been prepared since March, and the $18 billion LFG will

not be available in a short period of time. It may be raised, which is equivalent to telling

everyone to speed up the "escape".

However, $700 million in bitcoin was thrown into the market, causing the price of bitcoin to

plummet, and the market began to liquidate in a sequence of events, including the sale of

UST and Luna. This is LFG's third mistake. By May 10, LFG had realized that its strategy of

selling Bitcoin had failed and that the market could not manage it, so it stopped saving the

market and decided to let it evolve on its own.
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We found a third suspect in this round of UST sell-offs. After the May 8 incident, a new

address (0x59964a), which was also activated on May 8, began reverse operations and

absorbed more than 600 million UST in the market.

Then there was a one-time sell-off of 588 million USTs on May 10 and nearly 30 million

USTs on May 11.

It can be said that the sell-off of this new address on May 10 made the severe de-anchoring

of UST on May 10 inevitable. In fact, the lowest point of UST fell to 0.6 on May 10, which

was seriously de-anchored, and LFG had used most of their reserves and almost ran out of

ammunition and food. The subsequent process and results can be imagined.
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The above three doubts make us have to suspect that this is a long-planned Soros-style

financial attack (if you don’t know the operational logic of the Soros attack, you can check it

out on the Internet, and I won’t go into details here),

The market is also full of such voices. Capital is profit-seeking. If it is financial hunting, it

must be profitable. If this incident is an attack, will the attacker make money?

There are many voices in the market saying that some institutions raised 10w bitcoins for

this attack. We use 10w bitcoins to estimate how much the attacker can gain if the incident is

a financial attack.

1) Ambush: Assuming that the attacker's 10w bitcoins created a short position on March 22

when LFG started to accumulate bitcoin, the bitcoin price on March 22 was about $42,000,

which is equivalent to creating $4.2 billion in bitcoin short position. Once the price of Bitcoin

drops, the attacker will be rewarded. (And since March, Bitcoin has begun to show signs of

decline, which also reduces the risk of shorts to a certain extent).

(2) Waiting for the opportunity: With the impact of the Fed’s interest rate hike, the

Russian-Ukrainian war and other factors, the cryptocurrency market continued to decline,

and the attacker’s attack time gradually began to mature.

(3) The time is ripe: the attackers set LFG to deploy 4pool to raise a large amount of funds

from the existing liquidity pool as an opportunity to monitor the dynamics of LFG at all times.

When the news is received on May 8 that LFG will start to allocate funds, it will start to
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transfer funds from Binance. $84 million was removed as attack principal to prepare for

attack. On the same day, LFG moved out 150 million UST as scheduled and launched the

attack 10 minutes later.

(4) Attack strategy: smash UST and influence public opinion. On May 8th, 84 million USTs

were temporarily de-anchored and affected public opinion. On May 9th, we continued to

observe market sentiment and UST dynamics. When a large number of giant whales were

found to sell UST or extract UST from Anchor, the attack strategy took effect (if If there is no

market panic, continue to go back to the previous step and wait for the opportunity).

(5) Fatal blow: The attackers began to use another 600 million US dollars to absorb the UST

thrown from the market and prepare for the fatal blow. On the morning of May 10th, the

attacker threw the UST to a low of 0.6. Anchor, market confidence was defeated.

(6) Take the money and leave: After that, the attacker only needs to wait for LFG to use the

more than 70,000 bitcoins in the reserve to save the market, wait for the bitcoin to plummet

and profit from the 4.2 billion bitcoin shorts (not the attacker here for the time being) Whether

part of the funds shorted Luna).

Principal: 4.2 billion shorts + 84 million attack start-up funds + 600 million attack reserves,

nearly $4.9 billion (if the $600 million UST smashing is not an attacker's behavior, but a

market behavior, the principal is 4.3 billion).

Cost: According to Curve's fee mechanism and fully consider the price fluctuation of UST

during the attack process. 84 million is calculated at 1%, the first attack cost is 840,000; the

second 600 million US dollar attack cost is calculated at 10%, and the cost is 60 million US

dollars (if 600 million is market behavior, the cost here is 0).

Gains: If the attackers closed their positions on May 10 when Bitcoin was at $32,000, the

$4.2 billion Bitcoin shorts would have made $952 million in gains.

Summary: Less than 4.5 billion in principal and less than 100 million in attack cost, with a

profit of nearly $1 billion. And because of the existence of the UST death spiral, this kind of

attack opportunity is bound to appear constantly, and if you seize it once, it will destroy the

entire ecology and make a profit.

Summary：Stablecoins are the liquidity checkpoint of decentralized finance, full of benefits
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and risks. The stablecoin war has just begun and is far from over:

(1) On May 10th, May 11th, and May 12th, the U.S. Treasury Department kept saying that it

would supervise stablecoins, and the SEC claimed that it would investigate the UST project

party at any time. UST is a project of the Korean DK, which reminds people of the IMF's

intervention and impact on the Korean economy during the economic crisis a few years ago.

This should be a wake-up call for any stable currency, how to develop, how to supervise,

and think deeply about the value industry and the relevant financial departments of various

countries.

(3) Market risk: As institutions continue to enter the market, the crypto market may gradually

become a game for professionals and capitalists, and high-level financial games will

continue to occur, and high returns will no longer be the norm. Issues that both projects and

users have to face and think carefully about.

(3) What should be the security mechanism of stablecoins: whether it is anchored by real

assets like USDT and USDC, or algorithmic stablecoins such as DAI and UST. Are

algorithmic stablecoins necessarily insecure? In fact, it is not always the case. Taking UST

as an example, if LFG's $4 billion 4pool is completed, it will cost at least $2 billion to

successfully prevent it from breaking the anchor. attack, only time will tell. Regardless of the

type of stablecoin, the security of the economic model and on-chain risk monitoring and

early warning are essential.

5. Summary

In the second quarter of 2022, there are two typical characteristics of Web3 security situation:

on the one hand, the risk types of different chains are quite different, which is closely related

to the differentiated business layout and underlying architecture; On the other hand, the

security risks and attack types faced by business ecosystems such as defi, NFT and gamefi

are very different from each other, which is related to their own business models and the

construction of developer ecosystems.

Defi security remains the focus of attention in the second quarter of 2022, with about 75.1%
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of attacks occurring in the field of Defi. However, although NFT, cross chain bridge and CEX

security incidents are not as frequent as those of Defi, several incidents have caused huge

losses, and the number of phishing attacks against NFT increased significantly in the second

quarter. Security should be strengthened for all types of Web3 projects. Sharkteam reminds

that Web3 team must pass the professional smart contract audit before the project is put on

the shelves. After the project is put on the shelves, they also need to be aware of the

situation of the project operation, so as to prevent trouble from happening and create better

value for users.
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